
FRAUD ALERT: New name in collaborative law agreement fraud

Several Nova Scotia members have reported contact emails from “Crystal Masaru”, concerning her husband “Bloomberg Masaru” over the last few weeks. 


This collaborative law agreement scam attempt follows the same ‘process’ we’re all familiar with by now: a series of emails to help a client reclaim their unpaid alimony, etc., accompanied by seemingly legitimate-looking identity or supporting documents. Very soon after, a fraudulent cheque is received and bank deposit instructions are sent to the lawyer. 

Refamiliarize yourself with Client ID Regulation 4.5.11. These require that in a non-face-to-face transaction involving a client who is not present in Canada, identity verification must be carried out by an agent on behalf of the lawyer. Often in these scams, potential clients will not be willing to have you retain the verification agent or comply overall with the Client ID Regulations. It is best to advise the client that the transaction will not be completed until they comply with the regulation. Find regulation 4.5.11, sample verification agreements and more under the NSBS Client ID Regulations.

Keep in mind these potential red flags when you are contacted:

· Client is offshore, unknown to the firm and often in a rush to complete the transaction.

· Client readily agrees to pay a seemingly high rate of fees from the funds that you are to secure for them.

· The debtor will often send their payment cheque promptly with little to no persuasion. This is suspicious considering the client’s dire need to retain you initally.

Use Google to verify phone numbers, addresses and email contacts. If you do decide to proceed with the transaction, when the cheque is received be sure to go to the bank website to verify branch transit number, address and phone number on the cheque. Hold on to the funds until the bank confirms that the funds are legitimate and that it’s safe to withdraw from the deposit.

Be cautious with all cheques received, especially if they exceed the agreed upon amount. Where possible, use the Large Value Transfer System (LVTS), an electronic funds transfer system that allows large payments to be exchanged securely and immediately. 

To report or seek advice on dealing with fraud and scam attempts, contact Cynthia Nield at cnield@lians.ca or 902 423 1300, x346.
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