
FRAUD ALERT: Holiday eCard phishing/virus scam
We have a different type of email to warn about this issue, a phishing scam that poses as a trend of the season: holiday-themed eCards. The subject line is something like “A friend has sent you a Christmas eCard”, and the email is worded like this:

A friend just sent you an ecard from 123Greetings.com
You can view it by clicking here: 
http://www.123greetings.com/send/view/11625111501131254636

Using our new tracking feature, you can now view all the ecards received by you in the last 30 days.

Click on the link below or copy & paste the link into your browser's address bar.
http://www.123greetings.com/connect/track/msg-15

Or if you prefer, you can go to http://www.123greetings.com/ and type your ecard number (11625111501131254636) in the "Search Box" at the top right of the page. 

Your ecard is going to be with us for the next 30 days. 

We respect your privacy. You will not be receiving any promotional emails from us because of this ecard. To view our privacy policy, click on the link below:
http://info.123greetings.com/company/privacy_policy.html

This email was sent by 123Greetings.com, Inc., 1674 Broadway, New York, NY 10019.

In this instance, each of the links to the “eCard” will actually bring you to the website of a business technologies/media marketing company attempting to gain some business – if you hover your cursor over them, you can see that the ‘123Greetings’ links do not match. In many other instances, this type of email has circulated with viruses embedded in the links that upload to the victim’s computer, destroying their system.

As with all unsolicited emails, be vigilant about confirming the sender’s details before you engage with the contents of the email. 

If you have any doubts on the legitimacy of emails you receive, or to report or seek advice on dealing with fraud and scam attempts, contact Cynthia Nield at cnield@lians.ca or 902 423 1300, x346.
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