
FRAUD ALERT: Fraud attempt email from “TD Canada Trust”
We have had several reports of a scam attempt email purporting to be from TD Canada Trust bank, claiming that an outstanding credit payment is overdue. The wording follows below:

TD Canada Trust <http://www.senate.go.th/profile/fb/wellsfargo.php> 

Dear Customer,

Recent account checking shows that you have an unpaid payment.

A payment was sent to you but could not be credited in your account. This is due to your account being out of date.

We ask you to take 5-10 minutes to update your online account and security information. An extra verification process has been placed to ensure your identity and your account data. 

Once updating has been successful funds will be available in your account within 24hrs.

Please  Logon now  <http://www.albatop.hu/login>  to continue updating your account. or go to our online banking website at

http://www.easywebcpo.td.com/waw/idp/login.htm?execution=e1s1 <http://www.albatop.hu/login> 

Failure to update your account details may lead to account termination. 

Thank you. 

Customer Service 

©2001-2012  TD Canada Trust

Please remember that financial institutions will never send an unsolicited email requesting that you reconcile a payment or provide your private financial information to resolve a problem with your account. From the TD Bank Financial Group website “On occasion, TD Bank Financial Group will send you an email ... At no time will we ask you to reply to an email with account numbers, passwords, PINs, IdentificationPlus questions and answers, or other personal information, because unencrypted email is not secure.”

Protect yourself:

· Do not click on any links that are included in these types of emails – this action can provide hackers with access to your computer’s functions.  
· Do not provide your confidential or financial information over the Internet in response to unsolicited emails.
Visit our Fraud section to read more on reported scams and how to avoid them.

For tips to avoid being victimized, read an updated list of ‘Red Flags”, and visit the Fraud section on lians.ca. To report or seek advice on dealing with fraud and scam attempts, contact Cynthia Nield at cnield@lians.ca or 902 423 1300, x346.
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