
FRAUD ALERT: Bogus bank emails requesting personal information
We have recently seen a rash of bogus ‘security breach’ emails purportedly from various financial institutions that include the member’s actual name and actual logos and headers from that bank’s web site. See an example of the text below:
Dear Mr. [redacted], 

We recently reviewed your account, and suspect that your [name of bank] Online Banking account might have been accessed by an unauthorized third party. 

Protecting the security of your account is our primary concern, therefore as a preventive measure, we have temporarily limited access to sensitive account features. 

To restore your account access, we need you to confirm your identity. 

Please follow the link below to proceed to confirming your account information: [redacted] 
It is important to reiterate that financial institutions will never email you requesting that you provide your private financial information to resolve a problem with your account. 
Protect yourself:

· Do not provide your confidential or financial information over the Internet in response to unsolicited emails.
· Do not click on any links that are included in these types of emails – this action can provide hackers with access to your computer’s functions.  
To report or seek advice on dealing with fraud and scam attempts, contact Cynthia Nield at cnield@lians.ca or 902 423 1300, x346.
{00002325-1 }


