
FRAUD ALERT: Fraud attempt claims to prevent fraud attempts 

We have had several reports of a scam attempt email purporting to be from HSBC bank, which claims to offer an anti-fraud system where users can report fraud attempts made against them. The wording follows below:

Dear customer,

We gladly inform you about HSBC Anti-Fraud Option <http://201.217.52.82/form/hsbc.html> . Because of numerous fraud attempts, HSBC <http://201.217.52.82/form/hsbc.html>  has created a system that prevents fraud attempts.

This system is based on telephone confirmation of each transaction. If you want to enable this option, please click the link below, and fill the form.

http://hsbc.com/antifraud/ <http://201.217.52.82/form/hsbc.html> 

Best regards,

Director David Shaw

Although the real HSBC bank website does offer information to users on how to report fraud attempts, please remember that financial institutions will never send an unsolicited email requesting that you report information or provide your private financial information to resolve a problem with your account. 
Protect yourself:

· Do not click on any links that are included in these types of emails – this action can provide hackers with access to your computer’s functions.  
· Do not provide your confidential or financial information over the Internet in response to unsolicited emails.
Visit our Fraud section to read more on reported scams and how to avoid them.

For tips to avoid being victimized and to report or seek advice on dealing with fraud and scam attempts, contact Cynthia Nield at cnield@lians.ca or 902 423 1300, x346.
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